










Strong exam discipline rules
Clear instructions + enforceable controls to keep exams fair for everyone.

Stay on the exam screen

No tab switching or navigation away from the
exam.

Camera & mic permissions

Keep camera/mic enabled where required by the
exam policy.

Stable device & internet

Desktop/laptop preferred • stable connection
for uninterrupted delivery.

No external help

Solo attempt • no books, phones, or
assistance during the exam.

These rules are shown on-screen before the exam and reinforced by integrity signals during the attempt.
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Batch integrity events (secure + scalable)
Multiple signals in one post — lower overhead, complete audit trail.

Event pipeline

Student browser
tab_hidden, heartbeat, markers

Secure POST (batch)
signed payload • replay-safe

ProctoringSession store
append-only event trail

Risk scoring job
aggregates severity → band

Example payload (batch)

{

  "studentTestLogId": "STL...e5a41",

  "events": [

    {"t":"heartbeat","ts":1700},

    {"t":"tab_hidden","ts":1712},

    {"t":"tab_visible","ts":1718},

    {"t":"marker","k":"suspicious_pattern","ts":1731}

  ]

}

Why batching helps at scale

Fewer network calls per student
Lower DB write amplification
Complete, ordered audit trail
Stable exam delivery under peak load


